
THE STRUGGLE
Software development teams want to move quickly 
to write and implement code, while security teams 
are seen as slowing down the process in order to 
try and prevent breaches.  In addition, infrastructure 
planning inefficiencies result in over-provisioning, 
counter to demands of agility and cost optimiza-
tion.  These silos result in security reviews occurring 
late in the development process, creating friction, 
rework, and potential for error, not to mention se-
curity bugs potentially making it into the production 
environment.
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BRINGING DEVOPS & SECOPS TOGETHER
Application developers must follow secure coding practices, and have a visible and automated way of assuring 
that by textual code analysis, code-level vulnerabilities are identified early in the development process. At the 
same time, InfoSec professionals need to enable the developers to easily utilize “security hardened”, and “fully 
patched” platforms with mandatory security baselines on which to build the applications.  The developers must 
realize that application security concerns must be “left-shifted”, and be a non-negotiable acceptance criteri-
on before promoting applications through the stages of the SDLC pipeline such as Design, Development, QA, 
Staging, and Production.  
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The challenge, then, is to ensure that this is possible to go through security process without hindering the 
speed of application development as desired by the developers, particularly with the availability of infrastructure 
automation/DevOps platforms at their disposal.

THE SOLUTION = DEVSECOPS
Developers provision and manage data center resources through software, effectively an extension of coding 
that integrates version control and satisfies security concerns.  IT administrators therefore have better visibility 
into software engineering (e.g. Docker DevOps or DevOps on AWS) providing increased flexibility.  Security is 
then integrated into this DevOps lifecycle via programmable security controls, automating the security defini-
tion, assessment, and enforcement before and after applications become live, and throughout their operational 
lifecycle. This equals DevSecOps. 

OS containers are not inherently unsecure, but are being deployed insecurely, 
driven by developers and a need for agility in service development and deploy-
ment. Security and risk management leaders must address container security 
issues around vulnerabilities, visibility, compromise and compliance. 

https://www.cavirin.com
https://www.cavirin.com/solutions/docker-security.html
https://www.gartner.com/doc/3505038/security-considerations-best-practices-securing
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STEPS TO DEVSECOPS
• Introduce agility and speed by investing in a hardened tool chain covering the develop-test-deploy-   

monitor lifecycle of applications and resources.

• Question everything by creating visibility at every stage of the Continuous Integration/Continuous Delivery 
(CI/CD) pipeline.

• Bring security as a fundamental, and non-negotiable acceptance criterion early in the development     
process.  In other words, “left shift” security.

• Suspect everything, including code, configurations, artifacts, and infrastructure, and establish security 
assessment as a requirement for progress through the pipeline.

• Promote often, and promote confidently through Dev, QA, Staging, and Production.

• And, finally automate, automate, automate.
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