
    CONTINUOUS SECURITY STREAMLINES CYBER-INSURANCE

“Cyber security has become the single most important risk to company Boards of Directors 
around the world.” - AIG, “Achieving Cyber Resilience”

SOLUTION GUIDE

THE CHALLENGE

In the evolving world of cybersecurity, insurers need quicker and more accurate ways of issuing cyber    
liability policies, and more accurate security benchmarking.  The growing threat landscape and rising 
incidents of attcks has created difficulty in matching packages with premiums, and as one CISO has 
stated, the current state of risk modeling is like “trying to use the count of arrests for a crime to figure out 
the dollar losses from theft.”   

The traditional way of sending out in-depth questionaires is counter to the strategy of the digital enter-
prise, and in fact prospects are many times hesitant to answer unclear technical questions they fear may 
lead to denial of coverage, higher rates, or even denial of future claims.  How can applicants quickly, 
automatically, and without error or ambiguity provide evidence of the maturity of their information tech-
nology and information security programs?  

An analogy is the increasing use of black-boxes by auto insurers, tracking customer behavior and raising 
or lowering premiums accordingly. If the customer has a history of risky behavior, mandating tracking can 
both avoid further rate increases and lower the chance of another incident. Or, a safe driver can further 
lower his or her rates by keeping to distance and speed restrictions.

For cyber liability, an automated underwriting process that is based on limited and verifiable context 
is desirable to all. It should create a win-win by matching the client’s industry requirements (i.e., PCI,       
HIPAA), making alignment with cyber insurance identical in every possible aspect, to other demands for 
security and audit within their company, to their customers, and to their board or regulators.

THE CAVIRIN SOLUTION

The Cavirin solution offers continuous discovery, analysis, and remediation of assets across complex IT 
infrastructures.  Its agentless architecture is non-intrusive to the prospect’s environment, and is capa-
ble of running trusted, deep security scans across distributed infrastructures regardless of the topology.   
This includes private, hybrid, and public clouds, supporting AWS, Azure, and the Google Cloud Platform

Cybersecurity brokers may conduct assessments of their prospects, or alternatively offer Cavirin as a 
managed service to develop more accurate underwriting and policy creation.  These assessments are 
continuous, so the broker has in fact a real-time view, if required, as to the risk posture of their custom-
ers, as opposed to just a snapshot in time.
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Broad policy support includes all major compliance and best practice frameworks:  

NIST 800-53 r4   PCI DSS 3.2     HIPAA HiTECH 
ISO/IEC 27002:2013   NIST Cybersecurity Framework  CIS CSC 6.0
SOC 2 2016    CIS Benchmarks    DISA STIGs
AWS Security Hardening  AWS CIS Foundation Benchmarks  GCP CIS OS Hardening
GCP Security Benchmarks  Docker Hardening    Docker Image Scanning

ABOUT CAVIRIN
Cavirin provides continuous security assessment and remediation across physical, public, and hybrid clouds, supporting AWS, Mic-
rosoft Azure, Google Cloud Platform, VMware, KVM, and Docker.  The company’s solutions offer continuous visibility, are agentless 
and multi-tenant, and scale to the largest physical and virtual infrastructures.  They offer up-to-the-minute compliance  assessments, 
supplying audit-ready evidence as measured by every major regulatory and security best practice framework including CIS, DISA, PCI 
and HIPAA.  With Cavirin, companies are empowered to make the right decisions faster and de-risk their cloud migrations.


