
AICPA SOC2 TYPE II - Version 1.1.0
A set of security configuration best practices for hardening AWS accounts, providing contin-
uous monitoring capabilities for these configurations.

AWS Network Version 1.2.0
A comprehensive series of automated checks to assess the network security groups on 
AWS. Includes the top 522 ports often used in today’s enterprises.

Azure Network Version 1.2.0
A comprehensive series of automated checks to assess the network security groups on 
Azure. Includes the top 522 ports often used in today’s enterprises.

Cavirin AWS Web Applications - Version 1.2.0
Extracts benchmarks from the AWS Three-tier Web policy pack but delivers checks with-
out requiring user input.

Cavirin Docker Image Hardening - Version 1.1.0
A Cavirin authored policy pack to ensure that security best practices are being followed for 
Docker Images.

Cavirin Docker Image Patches & Vulnerabilities - Version 1.3.5
A Cavirin authored policy pack to ensure that the Docker images have security patches 
installed.

Center for Internet Security (CIS) - Version 1.0.0
Incorporates CIS Controls with actions for cyber defense providing specific and actionable 
ways to thwart the most pervasive attacks. 

CIS AWS Cloud - V 1.2.0 
A set of security configuration best practices for hardening AWS accounts, providing contin-
uous monitoring capabilities for these configurations. 

CIS Azure Version 1.0.0
A comprehensive series of automated checks to assess the security configuration of Azure 
Cloud, as defined by CIS. 

CIS Docker CE 17.06 - Version 1.1.0 
Co-authored by Cavirin, used to improve confirmation in establishing a secure configu-
ration baseline for the Docker Community Edition (CE).

CIS Google Chrome - Version 1.2.0
Prescriptive guidance for web browser application security measures establishing a secure 
configuration posture for Google Chrome Browser.  This is an example of the system’s 
ability to support application benchmarks.

Cavirin Policy Packs

The Cavirin platform removes 
security compliance as a bar-
rier to cloud (AWS, Azure, and 
GCP) adoption by automating 
compliance of the broadest set 
of frameworks (NIST, DISA, etc.), 
benchmarks (CIS OS, cloud, 
and Docker), and guidelines 
(SOC, ISO, GDPR, PCI, HIPAA) 
available today. A customizable 
policy framework provides flexi-
bility for enterprises so you can 
craft your own combinations of 
benchmarks and set risk levels, 
enabling you to move critical 
compliance workloads to the 
cloud with confidence.  Here    
we provide you a list of the 
policy packs available 
from Cavirin.
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CIS Kubernetes - Version 1.1.0
Automated assessment of the security configuration of Kubernetes Master Nodes.

Container Linux Hardening - Version 1.0.0
Automated checks and controls for Container Linux aka CoreOS

Criminal Justice Information Services (CJIS) - Version 1.0.0
A comprehensive series of automated checks to assess the security configuration of oper-
ating systems against CJIS Security Policy Version 5.5.

Defense Information Systems Agency (DISA) - Version 1.0.0
Supports the Security Technical Implementation Guide (STIG), a cybersecurity methodol-
ogy for standardizing security protocols within networks, servers, computers, and logical 
designs to enhance overall security.

General Data Protection Regulation (GDPR) - Version 1.1.0
A Cavirin authored policy pack that includes technical control mappings between GDPR 
and security benchmarks to facilitate compliance. 

CIS Google Cloud Version 1.0.0
A comprehensive series of automated checks to assess the security configuration of Google 
Cloud, as defined by CIS. 

Google Cloud Network - Version 1.0.0
A comprehensive series of automated checks to assess the network security groups on 
Google. Includes the top 522 ports often used in today’s enterprises.

HIPAA/HiTECH - Version 1.1.0
Prescriptive guidance and technical safeguards to ensure the confidentiality, integrity, and 
security of electronic protected health information (ePHI).

HIPAA/HiTECH AWS - Version 1.0.0
A comprehensive series of automated checks and controls that correlate with the Quick 
Start reference deployment guide for HIPAA by Amazon.

ISO 27002:2013 - Version 1.1.0
Prescriptive guidelines for organizational information security standards and information 
security management practices. 

NIST 800-171 - Version 1.1.0
Technical safeguards to secure Controlled Unclassified Information (CUI) in Nonfederal 
Information Systems and Organizations

NIST 800-53r4 - Version 1.1.0
Technical safeguards to secure U.S. federal information systems except those related to 
national security.

NIST Cybersecurity Framework - Version 1.1.0
Computer security guidance for private sector organizations to improve their ability to 
prevent, detect, and respond to cyber attacks.
 
PCI DSS 3.2 - Version 1.1.0
Latest set of technical safeguard and requriements to ensure the safe handling of cardholder 
information and comply with the June 2018 deadline.

PCI DSS 3.2 AWS - Version 1.0.0
A comprehensive series of automated checks and controls that correlate with the Quick 
Start reference deployment guide for PCI DSS 3.2 by Amazon.

Cavirin Patches and Vulnerabilities Version 1.3.5
A comprehensive series of automated checks to asses the vulnerabilities of operating sys-
tems.
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